Security Advisory BIZERBRA

Security Advisory
Outdated .NET Core 3.1

BIZERBA-SA-2023-0010

1 Summary

Outdated software components were used. Thereby the software is more prone to
vulnerabilities. Currently no vulnerabilties or exploits against the outdated component are
known.

2 Affected Products
= BRAIN2 < 3.00

3 Mitigation
No mitigation

4 Solution
Update to newest BRAIN2 version (>= 3.00)

5 Technical Details

Technical support and servicing updates for Microsoft .Net Core version 3.1 ended on
December 13, 2022. Because the vendor no longer provides updates the software is more
prone to vulnerabilities. In BRAIN2 version 3.00 the outdated .NET Core 3.1 is replaced by
.NET 6.

6 CVSS Rating
The CVSS Base Score is rated at: 5.6 (Medium)
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L

7 References

8 Timeline
= 2023-09-29: New version BRAIN2 3.00 released
= 2023-09-29: Vulnerability published
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